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Oil and Gas Under Cyber Attack

=
The average financial damage amount of a cyber disruption to OT © $2,8M
and industrial control systems. o
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Oil and Gas firms have experienced cyber attacks
impacting production and energy supply.
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Oil and gas industry is the 4Ath most attacked industry worldwide I

experiencing 8.2% of all observed attacks.
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loT Devices as Cyber Targets

The oil & gas industry will have more than
2.6 B of 10T connected devices worldwide by 2030.
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IT professionals in oil and gas companies worried about |oT device 0%
loss to a cyber attack, as well as information loss and identity breach.
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of oil and gas businesses believe their loT
projects could be more secure.

58%

respondents believe that poor network security is the
biggest challenge associated with loT projects.
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Top Attack Types

Ransomware S 5%
RAT s R 17%

DDoS and BEC S 17%

%‘Il

Top Attack Vectors

Vulnerability exploitation Phishing
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Cybersecurity Maturity in Oil and Gas

of oil and gas firms have a chief information security officer (CISO),
meaning cybersecurity is still not a central part of strategies.

20%
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of organizations have fully considered information security onl
In their current strategy, and monitor cyber threats, Y
vulnerabilities and risks. 4%

‘ 12% have no breach detention program in place.

35% describe their data protection policies as ad-hoc
or non-existent.

38% have no identity and access program.

75% of respondents rate the maturity of their vulnerability
identification as very low to moderate.

Why Al security Matters

Companies using Al and automation see:

* an increased return on security 40%
investment (ROSI)

» reduction in data breach costs. 18%
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All in all, Al EdgeLabs is a smart and Thanks to a robust set of algorithms embedded
powerful platform that mitigates cyber with machine learning and deep reinforcement
risks in a sector that is ongoingly learning, Al EdgelLabs provides end-to-end network
experiencing a digital revolution and is visibility, early threat detection, and concrete
now targeted for geopolitical purposes remediation actions to secure critical Edge and loT
and financial gain. infrastructures of the oil and gas sector.
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https://itbrief.com.au/story/cyber-attacks-on-industrial-assets-cost-firms-millions
https://www.govtech.com/blogs/lohrmann-on-cybersecurity/cyber-attacks-against-critical-infrastructure-quietly-increase
https://www.ibm.com/downloads/cas/ADLMYLAZ
https://www.statista.com/statistics/1194682/iot-connected-devices-vertically/
https://assets.ey.com/content/dam/ey-sites/ey-com/en_gl/topics/digital/ey-cybersecurity-regained-preparing-to-face-cyber-attacks.pdf
https://www.oilandgasmiddleeast.com/news/most-oil-and-gas-companies-need-stronger-cybersecurity-defence-for-iot-devices-report-warns
https://www.ibm.com/downloads/cas/ADLMYLAZ
https://www.ibm.com/downloads/cas/ADLMYLAZ
https://www.globaldata.com/media/thematic-research/cybersecurity-spending-energy-industry-will-rise-10-billion-2025-digitalization-brings-risks-well-rewards-says-globaldata/#:~:text=14%20Jul%202022-,Cybersecurity%20spending%20in%20the%20energy%20industry%20will%20rise%20to%20%2410,well%20as%20rewards%2C%20says%20GlobalData&text=The%20rapid%20digitalization%20of%20the,vulnerable%20to%20cyberattacks%2C%20says%20GlobalData
https://assets.ey.com/content/dam/ey-sites/ey-com/en_gl/topics/digital/ey-cybersecurity-regained-preparing-to-face-cyber-attacks.pdf
https://www.ibm.com/thought-leadership/institute-business-value/report/ai-cybersecurity#
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