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Energy and Utilities Under Cyber
Attack
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The average cost of a data breach in the energy

sector ranges between $4.65 to $4.72

million.

@

of observed attacks targeted energy
organizations, ranking it the fourth-most
attacked industry.

8.2%

@

of respondents have experienced a security
incident in the last 12 months.
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loT Transforms Energy and Utilities
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Expected market for

Industrial 10T in energy
and utilities by 2025

of energy organizations
report completing some
lloT/OT security projects.

of energy organizations
consider loT devices critical to
map their critical grids.
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Cyber Threats at a Glance

77%

S[0)74

of respondents have been
Impacted by mega-attacks
involving skills established by
nation-state actors.

of assets in energy networks
have porous IT or OT
boundaries, leading to a larger
attack surface.

of internal controls were shut down by
the Delta-Montrose Electric
Association due to malicious
cyberware that wiped 25 years of data.
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& ) Leak colonial Pipeline paid $S4.4M in ransomware as a
result of a single password suspected to be taken from a
dark web.
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Top Attack Types

Ransomware S 25%
RAT s SR 1/%
BEC R 1/%
DDoS B 1/%
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Top Attack Vectors:

Vulnerability
exploitation

Fishing
40%
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Cybersecurity Landscape in Energy & Utilities
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Energy and utilities
companies will spend

o7%

of energy professionals
believe a cyber attack is

anticipate the loss of life
within the next two

$’| OB on likely to cause physical years as the result of a
cybersecurity by 2025. damage to energy assets. cyber attack.

Cybersecurity Maturity in Energy and Utilities

Cybersecurity and privacy baked into every business decision or plan 50 9%
449
44%

30% My

New budgeting process for cyber spend or investments

Better and more granular quantification of cyber risks

Respondents assert confidence in knowing what to
do if there's a potential cyber attack.

P

of energy organizations use Al and big data
analysis to monitor and recognize threats.

18%
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Al EdgelLabs can provide full visibility and
protection for loT/lloT assets in the energy and
utilities industry by monitoring your devices 24/7,
even in unstable or offline operations. The Al
Edgelabs agentless Sensor is quick to deploy and
can deliver early and advanced threat detection to

prevent malfunction, misuse, and system damage.

PROTECT YOUR EDGE
& IOT ENVIRONMENT

Al EdgelLabs delivers network data analysis in real-
time and remediation by preserving low latency.
Thanks to our mix of reinforcement learning and
machine learning algorithms, our security platform
protects your edge and OT/IT environments from
network threats, malwares, and zero-day attacks

with up to 99% accuracy.
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https://www.statista.com/statistics/387861/cost-data-breach-by-industry/
https://www.ibm.com/downloads/cas/ADLMYLAZ
https://assets.barracuda.com/assets/docs/dms/NetSec_Report_The_State_of_IIoT_final.pdf
https://trustedcomputinggroup.org/protecting-the-energy-sectors-industrial-iot/
https://assets.barracuda.com/assets/docs/dms/NetSec_Report_The_State_of_IIoT_final.pdf
https://www.smart-energy.com/industry-sectors/data_analytics/iot-for-utilities-harnessing-big-data-from-grids-edge/
https://assets.new.siemens.com/siemens/assets/api/uuid:c723efb9-847f-4a33-9afa-8a097d81ae19/version:1633555091/siemens-cybersecurity.pdf
https://www.information-age.com/how-energy-sector-can-mitigate-rising-cyber-threats-123499708/
https://www.zdnet.com/article/colorado-energy-company-loses-25-years-of-data-after-cyberattack-still-rebuilding-network/
https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password
https://www.ibm.com/downloads/cas/ADLMYLAZ
https://www.ibm.com/downloads/cas/ADLMYLAZ
https://www.globaldata.com/media/thematic-research/cybersecurity-spending-energy-industry-will-rise-10-billion-2025-digitalization-brings-risks-well-rewards-says-globaldata/
https://www.energymonitor.ai/tech/digitalisation/energy-companies-are-failing-to-prioritise-cybersecurity
https://www.energymonitor.ai/tech/digitalisation/energy-companies-are-failing-to-prioritise-cybersecurity
https://www.energymonitor.ai/tech/digitalisation/energy-companies-are-failing-to-prioritise-cybersecurity
https://assets.new.siemens.com/siemens/assets/api/uuid:c723efb9-847f-4a33-9afa-8a097d81ae19/version:1633555091/siemens-cybersecurity.pdf
https://edgelabs.ai/

