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Automotive Under Attack
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225% cyber attacks Hackers took control of a The industry can lose
on cars increased in Jeep and 1.4 million vehicles up to $'|'|B for a
the last three years. had to be recalled to fix the single attack.

bug that enabled the attack.
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Automotive Cybersecurity Landscape

of automotive cybersecurity issues are =

" =
40% related to back-end application servers. &
84.59% of automotive attacks were carried =
out remotely. &
By 2030, there will be 4 X autonomous
/\/ robotaxis globally than today.
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loT Devices are Cyber Targets
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470M 10T devices in vehicles and
S endpoints with a global revenue of P89 B.
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/75N connected cars are projected to be on roads by 2023.

of stakeholders are concerned
about cybersecurity vulnerabilities in
on-board diagnostic systems
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Top Attack Types

Ransomware O 362 Self-Driving
Mode

Phishing and stolen  gu— 330,

credentials

Vulnerability S 7%

exploitation
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Top Attack Vectors

‘ 0% Credential harvesting

. 11% DDoS

18% Server access

29% Malicious insiders

%‘II

Al Cybersecurity Maturity in Automotive

4 10% feeling satisfied. @

. 10% of automotive suppliers say cybersecurity ranks high on top management’s agenda.

&

70% wish for higher cyber maturity in their automotive supply chains.

A5% consider external partners’ security as important.

of OEMSs believe a high level of cybersecurity maturity
Is a significant competitive advantage.
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With increasing connectivity, the Al EdgelLabs is an all-in-one Al-based platform that
vulnerability of cars increases too. brings advanced network visibility, early threat

Al EdgelLabs can be deployed as a smart detection, automated incident response and
Al-based Firewall to protect the car from remediation vital for the newest technologies in
unauthorized access. automotive.
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https://www.israel21c.org/cyberattacks-on-cars-increased-225-in-last-three-years/
https://www.wired.com/2015/07/jeep-hack-chrysler-recalls-1-4m-vehicles-bug-fix/
https://www.uscybersecurity.net/automotive-industry/
https://www.uscybersecurity.net/automotive-industry/
https://itthub.net/the-bigger-picture/automation/increasingly-sophisticated-cyber-attacks-threaten-connected-vehicles/
https://www.gartner.com/en/newsroom/press-releases/2022-02-17-gartner-identifies-top-five-automotive-technology-trends-for-2022
https://www.gartner.com/en/newsroom/press-releases/2019-08-29-gartner-says-5-8-billion-enterprise-and-automotive-io
https://www.actiontec.com/total-connected-cars-to-reach-775-million-by-2023/
https://www.gao.gov/assets/680/676064.pdf
https://www.ibm.com/downloads/cas/ADLMYLAZ
https://www.ibm.com/downloads/cas/ADLMYLAZ
https://www.escrypt.com/sites/default/files/downloads/2021-automotive-cyber-maturity-report.pdf
https://www.mckinsey.com/~/media/mckinsey/industries/automotive%20and%20assembly/our%20insights/shifting%20gears%20in%20cybersecurity%20for%20connected%20cars/shifting-gears-in-cyber-security-for-connected-cars.pdf
https://www.pwc.de/en/cyber-security/global-automotive-cyber-security-management-system-survey.html
https://edgelabs.ai/

